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THE C£LLt:LAB. TEL£CO:\t~t.':"ICATtOt'lSL~1)tisT'RY ASSOCI."T10~

THE PERSONAL COM.~ti~lCATIO~S INDUSTRY ASSOClATION
THE TtL£coMMtr~lCA nONS LVOlJST1lY AssOCIATION

THE UNITED STAtts TELEPHONE ASSOCtAT10N

~tarcb :!O. 1998

The Honcrable Janet Reno
U.S. Department ofJustice
Tenth Iftlii Ccm,ut1.Jtion Aven&£e, N.W.
WasbinltOC. DC 20530

Dear Attomcy General R.eno:

Thank you for your teClI1l tener. c:larif\tinl several issues raised ae our last
meeting With As.sistant Auomey Cencral Steve Collate azul me fat. We gIaci1y aC'Cpt
your offer of fw:1hct Qlarific:ation on the FBI's Final Notice ofCapacilY.

We are concemec1. however, at other remaminl cU-vislonl between inc1l.lstl')' ancl
the Oepatmllmt of lustic:e - particularly the FBI's insistcn,. chat cbc ;oml'lianc:c deac1Une
will oD.1y be extended for carriers rhat qree EO provide alll\in1 oCthe ·'pu.nchlist" items as
well as the Bureau' 5 rail~ to rccQpi,. that ~ompljance is not reasan&biy achievable
within the current statutory deaclline for cW'fcncly installetl or deplayecl tetMologies.

It is Ubteaaonab1e to uk indu.sttY to p~$ue impllmeftCllion of the punchlist
featutes at this time when rteither the FBt nor the El\1w1cec1 SurveillaDce Stanciard (ESS)
Committee has clevelopecl c1etai1ec1 artd stanelarclizc:d specifications Cor these reQ,uirementS.
This is. in essence. a<illftlnel that if inaustry Wants an. exteMion it must abandon its
cieeply hell! views about wbat (eacutes CAL.EA requires. Finally. fallwe to c1cem
currently i.nstalled or clIIployed.IICMololltS in com'Pliance will shift ccsts unreasonably
to incimtry and impose competitive disaevantagcs betwoen diffftent~ers ancl
technoloaiet.

For chat reasons. we would undemand ifyou cic~idc. IS you Mve pre\'iou.sly
inc1ic!tl:d.. thai the bell ruol\llion of dUB iSlue is to Nquest a bindUsl determination from
the Fcaeral CommwUcallons Commission. Such a req\llSt will ftot affect indusU'Y's
wiUinaness to pamcipate in either the 6000day prieml exercise cllscUSSCcl at oW' meeting
on. Friday, March. 6. L99I. cAe on-saiftl ESS effort. or ilut.ustry's commitment to develop
CAlEA solutions for Mute teelmololiet.
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We apprec:iate your ~on.cin.uecl personal involvement in these efforts anc1 hope that
an effic:icl'\t implc:mcnwioft of CALEA will loon b. 'pouible.

..
'.de'.CIa
1111 CtI11dIt fe'MIO"""'''_
.....".\8_i.

Sinctrely.
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Thank YO\l Mr. Chairman for giving I1'lC! thl! op~ortunity to a.~f'ear betore yo I.l Jnd

the other distinguished members of your committee. No one can dispute that rhes~ hearin;s are

timely 3nci necessary, My C1ppearancc: todAy is on behalf of the members of lh~

TelecommWli,atiol1$ 1nd~stry Association ("TIA'"), TtA repn:scnu more: thAn 600 L"niteci StatelO

companies that manufacture and supply the eetUipmcnt that is ~he ba~kbonc of th~

t~le;omrnunjc:ationsindush'y - from switches for landline. cellular. PCS and satelhte systems to

pagers to cwo-way raGlos.

{mplementatioll of the Communications Assistan~e fDr Law Enforcement A~t of

1994 ("CALEA") is at an impasse that industry ancl government have not been able to break,

Conaress intended that most of 'the imJ)lementauol1 of the act would have occurred by the act's

foWth anniversary, October 2S, 1991. R~lfeftlblYI for th~ reasons I will discuss below, that

deadline cannot be met

I am pleased to report, however. that in the pall week manufacNrers have

received a number of promisin. si.na1s from the FBt. After several months of being e~cluded

from meetings. last week TIA anci several manufacturers were ~ntKtee1 by Mike Warren. the

t\cw sec:tioft head for the CALEA lmp.lementat1on Section at the F8t. He asked for a series of

m;ct1np and. has offerecl to enter into IOod faith Ml0riations with the manu£acNrers. with the

hoJ)C of ac:hie~inllnAFt.met all CALiA's capabilitY requirements.

l1nfoetwwoly, dUs is not the tltst time that suc:b an appeal has been mace by the

FBI. l.r1 many ways. the PIll's ~urrcnt reque,t is remin.ilCent of thase we received wnen we first

beaen the standards procesl ill early 199'. immediately after the passale of CALEA.

At that time. tbc fBI approached T1A aNi aked., und.~bly. lO be involved

in the standards process. l1A wa.s Slad to welcome the FBI lnto tbc process. haping thal with. the

constructive plrticipation of law erUorccmel1c we woul4 be able to arrive 4l • stendarcl that ""'"

00v"ON S5vT ESE 202 ~I~
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acceptable to all panies, rndeec:i. as retlc!c:tec1 in our Enginc:erina Manual. TlA has J.[\.' ;lys

enc;ouraged the active participation of lovcmment entities in our standards process.

Unfort\.lnately. our attempts to avoid confrontation and. at good faith negotiation

~jlth law entorcement have put us where we ace today: a year away from the compliatlce

deadline and still withOUt a standard to which to build.

B. Tltr St.adards Proc...

A5 the pruil!ent of TIA.. t am. in a LmiqUC .,osition to comment on the industry

standard..s proCCS! and. how we anivecl. at oW' CW1'1!ftt situation. nA, as an institution acc:rctiitcc1

by the American National Scanciarcb Institute (ANSI), was selected ·by the telecommunications

indusuY to promulaate the ind.ustry·s CALEA standarct.

Upon Passall of CAl£A. nA promp'ly initiated a staftwds program. TIA set

an ambitious ~bedule •• hopins to complett the standard on iIU\ cxtfCft\cly .xpedilec.i basis.

Although there were some substantive c1isaireemcnts wtthU1ln4US1ry (as there a!way~ are In a

standarcis prO'css), these were resolved on a fairly rapid basis.

Disagreements with the FBt, however. were not SO easily resolved. It gradually

became apparent that law enforcement and inc1ustry had markeclly cliBerent intefl'tctat1ons of

what was required under CALEA.

In ~trDSpect. we should have done what CALEA provid.es: passed the features on

whi~h ino.ustry apeed. as the imiustry ~safe harbor" sW1darcl and tald the FBI that if it considered

this standard to be detll:ilftt it shoWcl cha!!enle the standatcl at the FCC. Instead. howe"er. we

accepted repeated FBI requests for more consultation. more Meetinp. and more drafts - all in

th£ hopes of miving at some Eceptable middle ground where the FBI and. industrY could reach

consensus.

In fact. for the past two anct a half yeus. a "ut m~oricyof the standards meetings

were dcVDted to adclresJLnglaw cmorccment's concerns anc! seeking su;h an agmatene.

- 2 -
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SUMMARY

AT&T Wireless Services, Inc. I (II AWS"), Lucent

Technologies Inc. I ("Lucent") and Ericsson Inc. ("Ericsson")

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act (IICALEA H
), 47 U.S.C.

§§ 1001 et seQ., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

This extension request is urgent. Further development of

a CALEA solution in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return ll whereby

development commitments toward the existing standard will

become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

Accordingly lAWS, Lucent:md Ericsson request that the

Commission grant the extension as soon as possible, effective

October 25, 1998, for the full 2-year period.

[10 I94-0080/extension] 3/31198



Before the
FEDERAL COMMUNICATIONS COMMISSION

Washington, D.C. 20554

In the Matter of

Petition for the Extension of the
Compliance Date under Section 107
of the Communications Assistance
for Law Enforcement Act
by AT&T Wireless Services, Inc. /
Lucent Technologies Inc., and
Ericsson Inc.

To: The Commission

PETITION FOR EXTENSION OF COMPLIANCE DATE

AT&T Wireless Services, Inc., (II AWS") , Lucent

Technologies Inc., ("Lucent II) and Ericsson Inc. ("Ericsson ")

bring this petition under Section l07(c) of the Communications

Assistance for Law Enforcement Act ("CALEA"), 47 U.S.C.

§§ 1001 et seq., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

I . BACKGROUND

A. Petitioners

AWS is a wholly-owned subsidiary of AT&T Corporation and

is the leading provider of wireless communications services in

the United States. AWS is a "telecommunications carrier" as

[10194-0080/extension] -2- 3/31/98



that term is defined in Section 102(8) of CALEA. 47 U.S.C.

§ 1001(8) (B) (i) ("a person or enti+::.y engaged in providing

commercial mobile radio service (as defined in section 332(d)

of the Communications Act of 1934 (47 U.S.C. § 332(d))) II) As

such, AWS. is obligated to meet the assistance capability

requirements of Section 103 of CALEA for equipment, services

or facilities installed or deployed after January 1, 1995.

To meet these obligations, AWS must consult, as

necessary, in a timely fashion" "with manufacturers of its

telecommunications transmission and switching equipment and

its providers of telecommunications support services." ~ 47

U.S.C. § 1005(a). AWS has done so on a continuous basis since

it first proposed the standardization of electronic

surveillance requirements in 1995 under the auspices of the

Telecommunications Industry Association ("TIA") ,.1

Lucent Technologies designs, builds and delivers a wide

range of public and private networks, communications systems

and software, data networking systems, business telephone

systems and microelectronic components. Lucent is one of

AWS's telecommunications equipment manufacturers. Lucent has

participated in the standards process from the outset in order

to make available. on a reasonably timely basis and at a

1 AWS took the industry lead in proposing the standardization
of electronic surveillance requirements with the full support and
encouragement of law enforcement. AWS also provided the chair of
the ad hoc subcommittee. Finally, AWS, by letter agreement with the

[10 194-0080/extension] -3- 3/31/98



reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

Ericsson designs, builds and delivers a wide range of

public and private networks, communications systems and

software, data networking systems, business telephone systems

and microelectronic components. Ericsson is one of AWS's

telecommunications equipment manufacturers. Ericsson has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

B. The Industry Standard

The Commission is well aware of the history of the

development of the industry standard and its adoption on

November 20, 1997, as an interim standard. 2 The Commission

also knows that the Federal Bureau of Investigation (I1FBII1)

has long claimed that the standard is deficient because it

Department of Justice, funded the editorial function until CALEA
funds became available to reimburse AWS (which has yet to occur)

2 ~ In the Matter of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97··
213, FCC 97-356, released October 10, 1997 [hereinafter "FCC NPRM"] ,
~ 44 (recognizing that the industry standard was pending ballot
comments) i see also FCC NPRM Comments of TIA, filed December 12,
1997, at 6 (advising Commission that TIA had approved and published
J-STD-025 as TIA interim standard) .

110I94-o080/extension] -4- 3/31/98



does not include certain enhanced surveillance functionality

that law enforcement deems important. 3

On March 27, 1998, the FBI challenged the industry

standard as "deficient" by filing a petition with the

Commission under Section 107(b). Further, privacy advocates

filed a deficiency petition on March 25, 1998, claiming that

the existing industry standard goes too far in providing law

enforcement certain capabilities and fails to protect the

privacy of communications not authorized to be intercepted.

The Commission now must establish by rule, on the record

and with public comment, the technical requirements or

standards necessary to implement the assistance capability

requirements of CALEA. 47 U.S.C. § 1006(b). With the industry

standard now in a de jure limbo the development of CALEA

compliant technology must await the outcome of the

Commission's proceedings. 4

As the Commission knows, and as the FBI itself has

recognized, the ordinary development cycle for hardware and

3 ~ FCC NPRM Comments of FBI, filed December 12, 1997, at 37-
38.

4 It is not the purpose of this petition to comment on the
FBI's deficiency petition. Petitioners recognize that the
Commission may provide a reasonable time and conditions for
compliance with and the transition to any new standard as part of
that rulemaking. 47 U.S.C. § 1006(b) (5). Petitioners believe that,
at a minimum, the extension requested in this Petition should be
granted, but l.-eserve the right tc seek a longer period of time based

[10194-0080/extension] -5- 3/31198



software is 24 months after promulgation of a standard. s

There is no dispute that the standardized delivery of

electronic surveillance informatIon is critical to the

efficient implementation of CALEA. Indeed, law enforcement

itself depends on the development and implementation of a

standard to develop its collection equipment necessary to

receive surveillance information from carriers. 6 Accordingly,

the absence of a stable standard ensures delay in the delivery

of CALEA-compliant technology and underscores the need for an

extension of the compliance date.

C. Commission Procedures for Extension

In the FCC NPRM, the Commission stated that October 24,

1998 is the last day by which an extension may be sought and

that the Commission may grant an extension of time until

on the complexity of, or any additions to, the industry standard as
a result of the deficiency petition rulemaking.

S .s.e.e. FCC NPRM Comments of TIA, at 9 ("Standard industry
practice requires 24-30 months of development before manufacturers
can even release a software package containing new features."); ~
.al.aQ Department of Justice Communications Assistance for Law
Enforcement Act Implementation Report to Congress, January 26, 1998,
cited in FCC NPRM Reply Comments)f Cellular Telecommunications
Industry Association ("CTIA")! Attachment D.

6 It is the understanding of Petitioners that no contracts have
been let by the FBI for the development. of collection equipment.
Thus, even if a carrier was poised to deliver electronic
surveillance information consistent with the industry standard or as
enhanced by the FBI punch list, 1aw enforcement would not be able to
receive it. This further supports the validity of an extension.

[10 194·0080/extension] -6- 3131/98



October 24, 2000. 7 The Commission did not promulgate specific

rules for submitting requests, but proposed to permit carriers

to petition the Commission for an extension on the basis of

criteria specified in Section 109 to determine whether it is

reasonably achievable for the petitioning carrier to comply.8

In its initial and reply comments to the Commission, AWS

suggested that the proper criterla for approving a carrier's

extension request is a showing that the technology necessary

for compliance is not commercially available. 9 That is the

Section 107 test for an extensioD. 1o No other test should be

applied to this petition. The Commission has not promulgated

any other rules or guidance for an extension under CALEA.

II. APPLICABLE LAW

A. Petition for Extension

Section 107 of CALEA provides that a telecommunications

carrier proposing to install or deploy, or having installed or

deployed, any equipment, facility, or service prior to the

7 ~ In the Matter of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97
213, FCC 97-356, released October 10, 1997, , 49.

B .l.d......, ~ 50.

9 ~ FCC NPRM Comments of AT&T Corp., filed December 12, 1997,
at 24; and FCC NPRM Reply Comments of AT&T Corp., filed February 11,
1998, at 10.

110194-0080/extension1 -7- 3/31/98



effective date of Section 103 of CALEA may petition the

Commission for one or more extensions of the deadline for

complying with the assistance capability requirements of

CALEA. 47 U.S.C. § 1006(c) (1). On its face, Section 107

petit.ions apply to "new" equipment, facilities and services

that are not subject to government reimbursement; that is,

equipment, facilities or services installed or deployed after

January I, 1995. 11

The FBI has defined "installed or deployed" as follows:

Installed or deployed means that, on a specific
switchin~ system, equipment, facilities, or
services are operable and available for use by
the carrier's customers. 12

Under this definition, a significant amount of AWS's current

network was installed or deployed after January 1, 1995. 13

Further, AWS continues to install equipment, facilities and

10 Of course, the reasonable achievability test may be relevant
once the price of CALEA-compliant hardware and software is known.

11 .s.e.e. 47 U. S. C. § 1006 (c) (41 ("An extension under this
subsection shall apply to only that part of the carrier's business
on which the n.eYi equipment, facility, or service is used.") (emphasis
added). Any equipment, services or facilities installed or deployed
prior to January 1, 1995, is deemed to be in compliance with the
assistance capability requirements of CALEA until the Attorney
General agrees to reimburse carriers for the costs of retrofitting .
.s.e.e. 47 U.S.C. § 1008(b).

12 s.e.e 28 C.F.R. § 100.10

13 Neither AWS nor the telecommunications industry agree with
the FBI definition of "installed or deployed."

[I 0 194-0080/extensionj -8- 3/31/98



services throughout its service areas. CALEA-compliant

solutions for equipment, services or facilities installed or

deployed, or proposed to be installed or deployed, during the

compliance period simply are not available.

B. Grounds for Extension

Section l07(c) of CALEA provides the following grounds

for granting an extension:

The Commission may, after consultation with the
Attorney General, grant an extension under this
subsection, if the Commission determines that
compliance with the assistance capability
requirements under section 103 is not
reasonably achievable throu~h application of
technology available .within the compliance
period.

47 U.S.C. § l006(c) (emphasis added). As noted above, neither

of AWS's primary vendors will have CALEA-compliant technology

available within the compliance period or for up to two years

thereafter.

As the Commission no doubt understands, manufacturers

have not been idle. However, further proceeding with current

development in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no ret.urn" whereby

development commitments toward the existing standard will

[10194-0080/extension] -9- 3/31/98



become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

C. Length of Extension

Section 107 provides that the Commission shall extend the

compliance date for the lesser of two years after the date on

which the extension is granted or the period the Commission

finds is necessary for the carrier to comply. There is no

dispute, even with the FBI, that it takes up to 2 years to

develop technology to an industry standard. Carriers then

need time to field test and dep~oy the technology. Thus, 2

years may not be enough time to meet the assistance capability

requirements of CALEA and further extensions may be necessary.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension, effective October 25, 1998,

for the full 2-year period.

D. Conditions for Extension

AWS, Lucent and Ericsson have a statutory obligation

under Section 106 of CALEA to continue to consult and

cooperate to ensure that CALEA-compliant hardware and software

will be available on a reasonably timely basis and at a

reasonable charge. No other terms or conditions are necessary

or appropriate in granting this petition. 14

14 Petitioners do not believe that the Commission should, or is
empowered to, impose other terms or conditions on this extension.
Section l07(b), unlike an extension petition under subsection (c),

[10 194-0080/extension] -10- 3/31/98



E. Obligations Pending Ruling - Tolling

Section 108 of CALEA permits the Attorney General to seek

an order in federal district court to enforce CALEA. 47

u.S.C. § 1007. CALEA authorizes penalties of $10,000 per day

per violation. 18 U.S.C. § 2522 Further, standing alone,

and without an extension from the Commission or other relief,

the absence of a stable standard does not relieve Petitioners

from their obligations under CALEA. 47 U.S.C.

§ 1006 (a) (3) (B). Thus, if the Commission fails to act on this

petition by October 25, 1998, Petitioners could be subject to

an enforcement action even though this extension petition was

more than timely filed.

Accordingly, Petitioners request that the Commission

expressly toll the CALEA compliance date during the pendency

of this petition in the event ~:hat the Commission requires

longer than the remaining time in the compliance period to

decide this matter. Further, ~f the petition is denied,

Petitioners request that the Commission grant a reasonable

period of time thereafter to permit Petitioners to comply with

the Commission's decision.

explicitly authorizes the Commission to provide a reasonable time
and conditions for compliance with and the transition to any new
standard, including defining the carrier's obligations under
Section 103 during the transition to a new standard. No such
authority is granted to the Commission under the provisions of CALEA
pursuant to which this extension is sought.

[I0194-0080/extension1 -11- 3/31/98



F. Petition Procedures

CALEA does not specify the nature of the Commission's

consultation with the FBI under Section 107. However,

Congress made clear that accountability was to be the hallmark

of CALEA, stating that lIail proceedings before the FCC will be

subject to public scrutiny, as well as congressional oversight

and judicial review. 1115 Thus, the Commission's consultation

with the Attorney General must be on the record. 16

15 ~ House Report No. 103-827 at 20, reprinted in 1994
U.S.C.C.A.N 3489, 3500 (emphasis added) .

16 This petition is not based on proprietary or confidential
information. There is no reason, therefore, to conduct a closed or
restricted proceeding.

[10 194·0080/extension1 12- 3/31/98



III. CONCLUSION

For all of the reasons set forth above, AWS, Lucent and

Ericsson request that the Commission grant a two-year

extension of the CALEA compliance date to October 24, 2000,

effective October 25, 1998.

Dated: March 30, 1998.

AT&T WIRELESS SERVICES, INC.

Douglas I. Brandon
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(202) 223-9222
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Dean L. Grayson
Corporate Counsel
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Washington, D.C. 20006

(202) 756-7090
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Catherine Wang
Swidler & Berlin

3000 "K" Street, NW
Suite 300
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